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Applying RAG Al & Seg2Seq to Ransomware

Sr. Engineer, Cohesity
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Slide to Satisfy Slide Request

(Yes, you can have my slides)
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Cohesity: Making Backup Sexy Again

Leveraging Backup for Data Security and Management
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Obligatory “Ransomware is Scary” Slide
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Rackiin® The Schroedinger’s Cat of the IT Industry
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Bring Apps to the Data!

COHESITY = MarketPlace Developer

App Ecosystem

Expand the Value of Your Backup and Unstructured Data

Q, Search For Apps

CATEGORIES Browse Apps
All Apps Makeup your backup and unstructured data productive. Cohesity enables you to draw insights from the data residing on Cobesity by
uniquely bringing compute to the data via Cohesity and 3rd party applications running directly on top of Cobesity.

Anti Virus (2)

File Anatytics (4)
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Recovery Point > . v
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g Apps to the Data: Threat Detection App

COHESITY

- Security Center ThreatFeed

Filters: Object « Status ~
OF Dashboard - Q

E& AntiRansomware Name Objects Covered Status Total IOCs Assets Affected Completed On

Test

LA Detection: Threat Intelligence

/\ Matches Found Feb 22, 2023 10:24pm

@ ThreatProtection ThreatScanPRD-FSSRSMO1_02

Detection: Threat Intelligence

Matches Found Feb 22, 2023 12:04pm

Threat Detection Tk ts PRD-FS5R5MO01
hreatScan SSRS A )
Detection: Threat Intelligence /™ Matches Found Feb 16, 2023 9:28pm

User Activities )
\fJ-ti’St'S_Ca”'2 Matches Found Feb 15, 2023 10:59am
Detection: Threat Intelligence

Data Sensitivity

vj-test-scan
U i Matches Found Feb 15, 2023 10:37am
Detection: Threat Intelligence
Cyber Vaulting
valendtinesdemo
Detection: Threat Intelligence
Infrastructure

Scan_1 Start Threat Hunt O

Detection: Threat Intelligence
SECURITY POSTURE Add key indicators of compromise

El Security Advisor
225 Quorum C \k
(3)‘

, [ 1 ???

v Figuring out what o More Building o More Manually Adding > More Continued
YARA Rule to build is not YARA Rules YARA rules which is Time Investment to keep
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Bring Apps to the Data: Data Classification

COHESITY
. Security Center < PRD-FSSRSM01 ® Ignore Anomaly

Snapshots Trends Affected Files Sensitivity
OF Dashboard

= . Filters: P m Download Report
Sy AntiRansomware ilters Change Type ~ atterns ~ ownload Repol

DATAHAWK 1 .9 k 98 1 933 7

. Affected Files Files Added / Modified Files Deleted Patterns Matched
@ Threat Protection

@ Data Sensitivity ““ Patterns matched
Cyber Vaulting Z \\\‘ | Q Search

& Infrastructure High Sensitivity Patterns (100)
SECURITY POSTURE .

Sensitivity

Rich Pattern Dictionary hm Ensemble Learning Models Accurate Results

22, Quorum

Phone Number (12.5%) Partial Date of Birth(10%) Family Name (7.5%)
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\
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Classification Recognition (NER)
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235 Patterns
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Bring Apps to the Data: Al (RAG + Seqg2Seq)

Cohesity Insights - Summaries Report

This report was automatically generated using log data from your Helios account and Language Model Al. Pleas
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Backups are Worthless; Restores are Priceless
Leverage Al/ML to compress triage and accelerate restores

SLA Achieved
. s Time to Recover  Time to Recover . Faster than Goal SLA
Scenario Likelihood Cohesity POC Results ( )
Today Goal (Faster than Legacy
Solution)
Deleted or High Variable based on Variable based on Global Search with flexible restore )
Corrupted File g file-count file-count options. < 1 minute
A\ Single ‘{M Medium 2 hours <10 minutes UGS Vl\.d LRl 10x / 120x
Corruption <1 minute
-
wmo Storage Vc?lume Low 3 hours <10 minutes Instant VM Restore of 50 VMs 3.3x / 60+x
U‘ Corruption < 3 minutes
Storage ﬁ:rray Low 8 hours 8 hours Instant Recovery of 1,000 VMs 12.3% / 12.3x
Corruption 39 minutes
I Application . . : Instant VM Restore of 50 VMs
3 & Upgrade Rollback High 30 minutes <10 minutes <3 minutes 3.3x / 10x
. Instant VM Restore of 250 Randomly
@ fOs Patching Low 5 Days 28 hours selected VMs 240x / 1000+x
Goes Wrong <1 hour
<7 minutes
2,200 VMs
Large-Scale Powered on and available
+
@ Malware Attack Low 4 Weeks < 24 hours 47 Minutes 30.6x / 850+x
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Case Studies
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Case Study 1: Stockport NHS Foundation
Stockport NHS Foundation Trust Lowers Risk with NHS|

Stockport

Cybersecurity and Data Governance

Challenges

» A growing number of backup failures occurred and when combined with the overly complex processes
for restores, a change was required. All-new infrastructure had to meet stringent UK regulations
around data handling, privacy, and security.

Why Cohesity -
* Increased operational efficiency for a small IT team :
+ Fast backup and disaster recovery delivered through one easy-to-use solution
» Data security capabilities strengthened, and IT governance delivered

* Record time restores—from days to hours or minutes !

It could’'ve been COVID, ransomware, or a flood, but getting our essential systems back up and running -
was crucial. Having seen other backup solutions, Cohesity was the simplest and easiest to use with the =
best data management capabilities. The search functionality, and how it can tightly couple with virtual

0 infrastructure and integrate into Microsoft 365 was really important for us. What would take days now
takes minutes or hours, which is very important for a small IT team.

Bhekimpi Sibanda, IT Technical Architect, Stockport NHS Foundation Trust
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Case Study 2: Sky Lakes Medical Center

Sky Lakes Medical Center Avoids Paying & SKYI AKE

-

Ransom, Lowers PACS TCO MEDICAL CENTER

Challenges

» As the renewal of its aging Commvault backup product neared, the IS team at Sky Lakes
evaluated new backup and data management approaches that were easier to use and would
drive further efficiencies.

Why Cohesity
+  Simplified backup, DR and file services
Avoided ransomware payment
» Rapid data recovery with no data loss
Lower PACS system TCO - Cisco HyperFlex for a cache tier and Cohesity for an archive tier
+ Stronger security posture

We are getting more work done than ever, which | attribute to both our talented team and the very strategic ...
investments we've made in Cisco and Cohesity. There was already 100% consensus among our engineers % F :
that the Cohesity-Cisco solution worked reliably, was easy to use, and we were all more productive with it.
Now, there’s also agreement that Cohesity is the best solution to combat ransomware attacks.

John Gaede, Director of IS, Sky Lakes Medical Center
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Case Study 3: Pederzoli Hospital

Pederzoli Hospital Selects Cohesity+Cisco
Multisite Data Management Solution, Realizes
35% TCO Reduction and Superior Compliance

Challenges

* The hospital was looking for a new solution to meet a number of pressing needs, such as a Write
Once, Read Many (WORM) solution for Picture Archiving and Communication Systems (PACS),
medical data archiving, and improved backup and restore, including disaster recovery and protection
against malware such as ransomware attacks.

Why Cohesity

35% reduction in TCO

25% reduction in CapEx and OpEx

40% reduction in storage space, with 5x data deduplication and compression
* Backup time reduced by over 50%

We chose Cohesity on Cisco UCS for next-gen data management at all our hospital locations. Not only
have our backup times improved by over 50%, we now have flexibility for data protection on-prem and in
the cloud. With Cohesity and Cisco, we have confidence that the solution will meet our data growth,

o including our PACS images requirements, as we scale for the future. On top of superior backup and
recovery, we also have greater assurance with Cohesity against ransomware and increased security to
meet compliance requirements at Pederzoli."”

Francesco Corba Colombo, IT Infrastructure Manager, Ospedale Pederzoli
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Case Study 4: Nationwide Insurance

Fortune 75 Insurer Increases Resilience
—and Saves $2M Annually—with Cohesity

Nationwide
Challenges Smartfiles
* Nationwide’s IT team backs up and secures more than 21 petabytes of data. They wanted to make 3
O

sure they could quickly restore VMs after a data center outage, security incident, or even an operating
system patch gone awry.

Why Cohesity
$2 million annual savings
75% faster migration to the Cohesity platform compared to the previous migration, smoothing the transition

Simpler IT operations thanks to a unified platform for backup and recovery, file and object storage, and
cloud backups

Much faster data recovery—now just days instead of months for large-scale outages

We needed a next-gen data management platform, and Cohesity stood apart because of its ease of
0 use, rapid recovery at large scale, and strong cyber protections.

| i5on /.ur

— Guru Vasudeva, SVP and CTO, Infrastructure and Operations at Nationwide
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