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Why Decommission? 

 

• Reduce organization costs 

• Obsolete application 

• Reduce system hardware or multiple systems 

• Mergers resulting in moving data 

• Legacy data scattered across multiple systems 

• Need for standardized data analytics 

• REPUTATION 

• Compliance  
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Reputation: 
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Data breaches are among the 
most common and costly 
security failures in 
organizations of any size.  

In fact, studies show that 
companies are attacked an 
average of 16,856 times a year, 
and that many of those attacks 
result in a quantifiable data 
breach. 

Data Breaches According to IBM 

[VALUE]% 
Reputation and 
Brand Damage  

[VALUE]% Lost 
Productivity 

[VALUE]% Lost 
Revenue 

[VALUE]% 
 Forensics 

[VALUE]% Tech 
Support [VALUE]% 

Compliance 

Financial Consequences 
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Legacy System Definition 

Legacy System: is an old method, technology, computer system or 

application program that may or may not being used in the organization 

and has an historical role. 

Run on obsolete hardware, difficult and costly to maintain, improve or 
expand. 

Vulnerabilities exist due to older operating systems and lace of security 

patches being available or applied. Backwards compatibility concerns. 
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Historical Data 

Historical Data usually resides on legacy systems inside legacy software 

Data may contain financial, clinical, and analytical content 

Due to compliance, legal and retention requiring periodic access and 

usability 
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Your Responsibility 

Protect it – HIPAA ePHI privacy compliance 

Retrieve it – business intelligence, analytics, legal or patient request 

Encrypt it – security – malicious attracts 

Store it – house or host the data content 

Secure it – HIPAA security compliance 
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Compliance 
HIPAA 

SOX 

CMS 

CLIA 

JCAHO 

IRS Audits 

Retention Policies 

FBI 

Department of Homeland Security – Cybersecurity 
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Cost to Consider 

Regulatory compliance audits 

System maintenance fees 

Application support fees 

Network costs 

Storage location 

Nontangible costs – credibility, trust due to a breach, reputation 
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Developing a Business Strategy 

Identify the business need 

Develop a cost benefit analysis 

Tangible and non tangible cost 

Outline a solution – customized to your organization 
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Best Practice For a Data and 
System Migration Solution 

Plan 

Analysis 

Design 

Validation/Test 

Implement Strategy 

Optimize 

Decommission 
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Quality Assurance 

Enterprise Integration 

Application Testing 

Data Conversion 

Data Validation 
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Enterprise Integration 

Specification Requirements Meetings  

Specification Technical Documentation 

HL7 Standards and Segment Validation 

Content Validation based on data requirements  

Interface Engines 

Centralized and Decentralized Engines – the quantity impacts scope  
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Data Validation 

 Testing Methodology 

 Various phases/cycles of testing 

 Automated vs. Manual Testing Products 

 Compliance Consideration - ePHI 
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Trust and Credibility 

Cyber crime has increased 100% in four years 
 

Data breaches are becoming more public knowledge and              
increasing daily 

 
Data security is essential to credibility in healthcare and instrumental in 

keeping patients engaged 
 

Cyber crime has tangible and intangible cost which organizations need to 
consider 
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How Can We Help? 
 Issue identification 

 Solution recommendation 

 Current state analysis 

 Cost analysis and ROI review 

 Project planning 

 Technical expertise 

 Future state projections 

 Interoperability validation 

 Implementation guidance 

 Compliance oversight 

 Verification of actual decommissioned product 


