
Incident Response 
Table Tops



Agenda

• Introductions

• SecureState overview

• Need for improved incident response capability  

• https://pollev.com/securestate

• Overview of the exercise:

– Sample incident response table top

• What your team should learn and your board should know



Introductions

• Anthony Catalano – Associate Director, Management Consulting

– Healthcare and Technology Industries Owner 

– 12 Years in Information Technology, 5 in Cyber Security

– CISSP, PCI QSA, HITRUST CCSFP

• Ty Smith – Associate Management Consultant

– Oversaw multiple Incident Response Tabletops at a Top 5

healthcare system

– Battalion Staff Officer (S6), Ohio National Guard



Established in 2001, SecureState is a management 

consulting firm specializing in risk management in 

information security.
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Need for Improved Incident Response Capability  

• Major Cyberattacks On Healthcare Grew 63% In 2016

– Some 93 major cyberattacks affected major healthcare 

organizations this year, up from 57 in 2015

– Among the largest attacks were those on Banner Health (3.6M 

records), Newkirk Products (3.4M records), 21st Century Oncology 

(2.2M records), and Valley Anesthesiology Consultants (0.88M 

records)

• Stolen records are sold on the black market from $1.50 to $10 each.

– Due to the volume of records available, the price per record has 

recently dropped ($500-$1000 per record)

– The falling price for stolen records is pushing scammers to try to 

monetize their efforts in other ways, like ransomware-based attacks.
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“Ransomware is the single biggest threat to 

healthcare data security according to a recent 

report. This revealed that around 50 percent of 

data security incidents from October 2015 to 

September 2016 stemmed from healthcare 

ransomware attacks.

The NTT Security 2017 Global Threat 

Intelligence Report showed that healthcare 

also contributed to nearly three-quarters of 

ransomware attacks globally. Healthcare, 

professional services, government, and retail 

together accounted for 77 percent of 

ransomware attacks.”

Ransomware

*http://www.healthcareglobal.com/technology/2220/Ransomware-single-biggest-threat-to-healthcare-data-security

https://www.solutionary.com/threat-intelligence/threat-reports/annual-threat-report/ntt-security-global-threat-intelligence-report-2017/
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Ransomware

• As many as 75 percent of U.S. 
hospitals responding to a poll 
could have been hit with 
ransomware in the last year, and 
a chunk of those might not even 
know it.

– The average time for 
detecting a breach is around 
200 days

http://www.healthcareitnews.com/news/more-half-hospitals-hit-ransomware-last-12-months

4.90%

50.80%

44.30%

If hackers encrypted your 
hospital's patient data would you 

pay the ransom to get it back?

Yes No Unsure
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IR Tabletop – What is it and Why

• An IR Tabletop exercise is the process of simulating an event to 

develop a high-level understanding of current cybersecurity 

processes, and how information, alerts, and communication 

traverses the environment.

• This exercise becomes a critical success factor in the development 

and maintenance of a comprehensive, integrated, and security-

focused response plan. 



What does an IR Tabletop session look 
like?  

• Typically, each step of the tabletop process is aligned with the NIST Cyber 

Security Framework (CSF) for Incident Response. 

– They differ from IR tests, which focus on observing personnel during 

a live incident, such as a penetration test. 

• INJECTS are specially crafted variables that affect the scenario by 

changing or evolving it entirely, or causing the exercise to spawn in 

different directions. 

• The tabletop will test the organization’s ability to classify incidents based 

on severity and impact, notify the appropriate individuals, collect artifacts, 

escalate the event when necessary, and respond from both a technical and 

organizational perspective.



IR Tabletop - Goals

• Tabletop exercises are an effective method for testing incident 

response (IR) plans and processes via simulated real-world events 

and facilitated discussions. The tabletop session should cover:

• Understand the role of Security and their interaction with other 

parts of the organization

• Understand the importance of emergency response procedures 

from all groups within an organization (IT, Legal, HR, Marketing)

• Provide insight into response capabilities to a Ransomware or 

other “real world” situation

• Discuss overall effectiveness of internal/external 

communications
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• Pre-Assessment Phase:

Identification Phase: Assess the organizational understanding of how to manage 

cybersecurity risk to systems, assets, data and capabilities. Examples within this phase 

include the assessment of security and response plans.

• Asset Management; Business Environment; Governance; Risk Assessment; and Risk 

Management Strategy.

Protection Phase: Assess the development and implementation of appropriate controls 

to ensure deliver of response services. 

• Access Control; Awareness and Training; Data Security; Information Protection Processes 

and Procedures; Maintenance; and Protective Technology

Foundation Methodology

• Fieldwork Phase:
Detection Phase: Assess how the organization 

implements the appropriate actions to identify 

the occurrence of a cybersecurity event. 

Respond Phase: Assess how the organization 

takes action once an incident is validated. 

Recover Phase: Assess how the organization 

maintains plans for resiliency and to restore 

business operations affected by cybersecurity 

incidents. 



Table Top Exercise



Scenario Information

• Time: 10:07am

• Event: Help desk ransomware call

• Description: At 10:07am John Doe 
calls the help desk stating that there 
is a ransomware note on his 
screen. He was recently browsing a 
popular social networking site just 
prior to receiving the notice. At first 
he thought it was an advertisement, 
but now he cannot get it to close.



Detection

• How would this alert be detected and reported in your organization?

– Are we confident in our alerting, logging, and reporting structure? 

Detect Phase Detection – Impact – Notification - Correlation



Impact

• What type of data does this employee have access to?

• What is the employee’s organizational role?

• Is there a risk of spreading or pivoting throughout the environment?

• Are any files accessible?

Detect Phase Detection – Impact – Notification - Correlation



Event Notification

• Is the business owner/manager notified?

• Who else is initially notified of the event?

• How are notifications communicated?

Detect Phase Detection – Impact – Notification - Correlation



Inject

• A second user at 10:32AM has 

reported similar issues with a 

ransomware note which prevents 

them from using the computer.  The 

same message is displayed 

indicating files are now encrypted, 

and how to proceed with retrieving 

the decryption key.   The user stated 

the system showed infection shortly 

after opening up an invoice 

attachment. 

Detect Phase Detection – Impact – Notification - Correlation



Event Correlation

• Were the affected users performing same activities?

• What things do these users have in common?

• Are there shared local admin passwords?

• Any unusual traffic or other indicators?

• What was the user doing?

Detect Phase Detection – Impact – Notification - Correlation



Respond Phase: Incident Prioritization 
and Mobilization

Respond Phase Declaration – Prioritization – Notification/Escalation – Analysis - Containment



Incident Declaration and Prioritization

• Incident Declaration

– How was it determined that there was an incident?

– How did the organization invoke the IRP?

– Was it possible to correlate other information?

– What immediate actions will prevent the spread of ransomware?

• Prioritization

– How is priority determined? 

– Is it based on CIA?

Respond Phase Declaration – Prioritization – Notification/Escalation – Analysis - Containment



Notification/Escalation and Analysis

• Notification/Escalation

– Who gets notified of the incident

– How are the notifications communicated? 

• Analysis

– Who performs the analysis?

– What permissions are granted to users (r vs rw)?

– Is the local admin account shared between workstations and/or servers?

– How does analysis lead to indicators of compromise

Respond Phase Declaration – Prioritization – Notification/Escalation – Analysis - Containment



Inject!
A local media outlet picks up 

the story from social media, 

contacts someone inside the 

hospital that confirms 

systems are down (unknown 

who confirmed this). Person 

assigned to assist marketing 

needed for 2 hours in order to 

respond to inquiries and 

assist with PR needs. Note 

that  Hospital INC is not the 

only hospital affected.  

Marketing was able to 

correlate media reports with a 

recent attacker campaign 

called “Bad Medicine” as a 

likely cause. 



2nd Detect Phase

• Expect notification to arrive through multiple channels 
(e.g. safety huddle, help desk tickets, hospital paging 
system).

• Any playbooks associated with this activity?

• Discussion around how to begin managing 
communications

• Respond to requests, open ticket and identify nature of 
the issue.

Detect Phase Detection – Impact – Notification - Correlation
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2nd Respond Phase

• Who owns this incident? What 
type of incident are you going to 
declare?

• How is this prioritized?

• Do any additional resources or 
stakeholders need to be 
notified?

• Who performs the analysis?

• What are options to deal with 
outage?

Respond Phase Declaration – Prioritization – Notification/Escalation – Analysis - Containment



Recovery Phase

Recovery Phase Eradication - Recovery – Communication 



Incident Eradication

• How can the ransomware be prevented from 
spreading to additional systems?

• What is the process for connecting a previously 
compromised system to the network again?

Recovery Phase Eradication - Recovery – Communication 



Incident Recovery

• On or offsite backups?

• How often are backups taken

• How long to restore from backup?

• Who is responsible?

• How often is the restore process exercised?

• How long to wait before removing defenses?

Recovery Phase Eradication - Recovery – Communication 



Incident Communication

• Is the rest of the organization notified of the incident?

• Is there any external communication?

• Who is responsible for notifications?

• Is an after action review performed?

• Is the IRP updated with information obtained from this incident?

Recovery Phase Eradication - Recovery – Communication 



Board Level Discussion points

• When was the last time we practiced our cyber 
incident response capability?

– What is my role in a particular incident?

• If an incident happened right now could we 
continue operations?

– Payment vs Recovery 

• What is OUR determined difference between a 
short term incident and a long term incident – as 
defined by the business

– Corporate environment vs subsidiaries 

• Do we have retainers in place for Legal, PR, and 
Cyber Security

• Do we have cyber insurance to cover this? 
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Questions?


