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“
Mike Jones, VP Analyst

How Healthcare Provider CIOs Can Successfully Achieve Digital Care 
Transformation
Gartner (2019)

By 2020, 40% of healthcare providers will realize their 
electronic health record (EHR) technology cannot fully 
support their care delivery needs.



The Path to Digital Healthcare

Photo Credit: Gartner 2019

The vertical path 
encompasses the 
digitization of the 
business of healthcare 
management

- Nonclinical activities
- Removal of waste
- Real-time 

orchestration of 
healthcare resources

The horizontal path 
encompasses the 
digitization of clinical 
capabilities and lies at 
the heart of every 
organization’s value 
proposition. https://www.gartner.com/document/3904769?ref=TypeAheadSearch&qid=e4bbec1ccb3e44d0e4ce2c

https://www.gartner.com/document/3904769?ref=TypeAheadSearch&qid=e4bbec1ccb3e44d0e4ce2c


New Capabilities = New Digital Platform
These New Capabilities Are Driving Public Cloud Consumption



Business Intelligence
Analytics

Research
ML / AI

Operational Efficiency
ML / AI

Public Cloud Use Cases in Healthcare IT

§ Denial Management

§ Population Cost 
Prediction

§ Fraud, Waste, Abuse

§ Rx Cost Variance

§ Census Forecasting

§ Patient Bed 
Scheduling

§ Ambulatory 
Scheduling

§ Genomic Sequencing

§ Cancer Research

§ Molecular Biology

§ Radiology

§ Pathology

Collaboration
SaaS

§ Telemedicine

§ Health Information 
Exchange

§ Physician Collaboration

§ Remote IoT Devices



ED Arrivals, Acuity,& Census 
Predictions

LWBS Prediction

ED Flow 
Optimization

Inpatient Admission 
Prediction

Short Stay 
Prediction

Inpatient LOS 
Prediction

Readmission 
Prediction

ICU High Cost/LOS 
PredictionICU Readmission 

Prediction

Same Day Surgery 
Cancellation 
Prediction

EOL Prediction

Healthcare IT Use Cases: AI / ML
AI in Patient Flow, Staffing and Bed Management
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Leveraging Applied AI in Healthcare IT



Building Analytics Pipelines for Genomic Sequencing

“Using AWS, we are able to offer our customers a 
lower cost, high-performance genomic-analysis 

platform, which can help them speed their time to 
answers."

Andy Nelson - Informatics & Cloud Operations, 
Illumina

https://aws.amazon.com/solutions/case-
studies/illumina/

https://aws.amazon.com/solutions/case-studies/illumina/


Telemedicine and Remote IoT

Distance Medicine

Remote IoT Sensor Data

§ Audio & Video Conferencing

§ Remote Clinics

§ Mobile Appointments

§ Guided Diagnostics / Scheduling

§ Pulse

§ Blood Glucose

§ Electrocardiogram (ECG)



Lesson Learned #1 – Security

Managing PHI and HIPAA Compliance



Public Cloud Shared Responsibility Model

Customer Data

Platform, Apps, I&AM

OS, Network, Firewall Cong.

Client-Side Data Encryption

Cloud Service Provider Environment

Addresses by Current Cloud Foundations
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Eliminate Confusion – Example HIPAA 

§ Understanding roles and responsibility 

When you sign your BAA with the cloud provider you will receive language in your 
contract similar or exactly like this:

When you accept the BAA, AWS requires you to do the following:
– Use only 'HIPAA Eligible' services to create, receive, maintain, or transmit PHI
– Implement appropriate privacy and security safeguards in order to protect PHI
– Utilize the highest level of audit logging in connection for all HIPAA Eligible Services we choose to use
– Maintain the maximum retention of logs in connection of our use of all HIPAA Eligible Services we 

choose to use
– Must encrypt all PHI in rest and transit



What are CIS Controls?

CIS Critical Controls are a set of 

standards that are used to define 

what a secure configuration is when 

configuring your cloud resources 

AND
operating systems in the cloud 

including security processes that 

support the OS



Understanding Tools in AWS / Azure

This is a useful tool



Understanding Tools in AWS / Azure

This is a useful tool You still have to use the 
tool properly



Eliminate Confusion – Example HIPAA

What Are the Guidelines Under HIPAA Section 164?

https://www.hhs.gov/hipaa/for-professionals/security/index.html

8381Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

§164.500 [Amended] 
6. § In 164.500(b)(1)(iv), remove the 

words ‘‘including the designation of 
health care components of a covered 
entity’’.

§165.501 [Amended] 
7. In §164.501, the definitions of the 

following terms are removed: Covered 
functions, Disclosure, Individual, 
Organized health care arrangement, 
Plan sponsor Protected health 
information, Required by law, and Use.

§164.504 [Amended] 
8. In §164.504, the following changes 

are made: 
a. The definitions of the following 

terms are removed: Common control, 
Common ownership, Health care 
component, and Hybrid entity. 

b. Paragraphs (b) through (d) are 
removed and reserved.

Authority: Sections 1173 and 1175 of the 
Social Security Act (42 U.S.C. 1329d–2 and 
1320–4).

Dated: January 13, 2003. 
Tommy G. Thompson, 
Secretary.
[FR Doc. 03–3877 Filed 2–13–03; 8:45 am] 
BILLING CODE 4120–01–P

DEPARTMENT OF HEALTH AND 
HUMAN SERVICES 

Office of the Secretary 

45 CFR Part 162 
[CMS–0003–F and CMS–0005–F] 

RINs 0938–AK64 and 0938–AK76 

Health Insurance Reform: 
Modifications to Electronic Data 
Transaction Standards and Code Sets
AGENCY: Office of the Secretary, HHS.
ACTION: Final rule.

SUMMARY: In this final rule, we respond 
to public comments received and 
finalize provisions applicable to 
electronic data transaction standards 
from two related proposed rules 
published in the May 31, 2002, Federal 
Register. We are also adopting proposed 
modifications to implementation 
specifications for health care entities 
and others. In addition, we are adopting 
modifications to implementation 
specifications for several electronic 
transaction standards that were omitted 
from the May 31, 2002, proposed rules.
EFFECTIVE DATES: These regulations are 
effective on March 24, 2003. The 
incorporation by reference of certain 
publications listed in this final rule is 

approved by the Director of the Federal 
Register as of March 24, 2003.
FOR FURTHER INFORMATION CONTACT: 
Gladys Wheeler, (410) 786–0273.
SUPPLEMENTARY INFORMATION: 
Availability of Copies: To order copies 
of the Federal Register containing this 
document, send your request to: New 
Orders, Superintendent of Documents, 
P.O. Box 371954, Pittsburgh, PA 15250–
7954. Specify the date of the issue 
requested and enclose a check or money 
order payable to the Superintendent of 
Documents, or enclose your Visa or 
Master Card number and expiration 
date. Credit card orders can also be 
placed by calling the order desk at (202) 
512–1800 (toll-free at 1–888–293–6498) 
or by faxing to (202) 512–2250. The cost 
for each copy is $10. As an alternative, 
you can view and photocopy the 
Federal Register document at most 
libraries designated as Federal 
Depository Libraries and at many other 
public and academic libraries 
throughout the country that receive the 
Federal Register. This Federal Register 
document is also available from the 
Federal Register online database 
through GPO Access, a service of the 
U.S. Government Printing Office. The 
Web site address is: http://
www.access.gpo.gov/nara/index.html.

I. Background 

A. Electronic Data Interchange 

Electronic data interchange (EDI) 
refers to the electronic transfer of 
information in a standard format 
between trading partners. When 
compared with paper submissions, EDI 
can substantially lessen the time and 
costs associated with receiving, 
processing, and storing documents. The 
use of EDI can also eliminate 
inefficiencies and streamline processing 
tasks, which can in turn result in less 
administrative burden, lower operating 
costs, and improved overall data 
quality. 

The health care industry recognizes 
the benefits of EDI, and many entities in 
the industry have developed proprietary 
EDI formats. However, with the 
increasing use of health care EDI 
standards, the lack of common, 
industry-wide standards has emerged as 
a major obstacle to realizing potential 
efficiency and savings. 

B. Statutory and Regulatory Background 

1. Statutory Background 

The Congress included provisions to 
address the need for developing a 
consistent framework for electronic 
transactions and other administrative 
simplification issues in the Health 

Insurance Portability and 
Accountability Act of 1996 (HIPAA), 
Pub. L. 104–191, which became law on 
August 21, 1996. Through subtitle F of 
title II of that statute, the Congress 
added to title XI of the Social Security 
Act (the Act) a new part C, titled 
‘‘Administrative Simplification.’’ The 
purpose of this part is to improve the 
Medicare and Medicaid programs in 
particular and the efficiency and 
effectiveness of the health care system 
in general, by encouraging the 
development of standards and 
requirements to enable the electronic 
exchange of certain health information. 

Part C of title XI consists of sections 
1171 through 1179 of the Act. Section 
1172 of the Act and the implementing 
regulations make any standard adopted 
under part C applicable to: (1) Health 
plans; (2) health care clearinghouses; 
and (3) health care providers who 
transmit any health information in 
electronic form in connection with a 
transaction covered by 45 CFR part 162. 

In general, section 1172 of the Act 
requires any standard adopted by the 
Secretary of Health and Human Services 
(the Secretary) under this part to be a 
standard that has been developed, 
adopted, or modified by a standard 
setting organization (SSO). The 
Secretary may adopt a different standard 
if the standard will substantially reduce 
administrative costs to providers and 
health plans compared to the 
alternatives, and the standard is 
promulgated in accordance with the 
rulemaking procedures of subchapter III 
of chapter 5 of title 5, U.S.C. 

Section 1172 of the Act also sets forth 
consultation requirements that must be 
met before the Secretary may adopt 
standards. In the case of a standard that 
is developed, adopted, or modified by 
an SSO, the SSO must consult with the 
following Data Content Committees 
(DCCs) in the course of the 
development, adoption, or modification 
of the standard: The National Uniform 
Billing Committee (NUBC), the National 
Uniform Claim Committee (NUCC), the 
Workgroup for Electronic Data 
Interchange (WEDI), and the American 
Dental Association (ADA). In the case of 
any other standard, the Secretary is 
required to consult with each of the 
above-named groups before adopting the 
standard and must also comply with the 
provisions of section 1172(f) of the Act 
regarding consultation with the National 
Committee on Vital and Health 
Statistics (NCVHS). 

Section 1173 of the Act requires the 
Secretary to adopt standards for 
transactions, and data elements for such 
transactions, to enable the electronic 
exchange of health information. Section
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(i) Time limit (Required). Retain the 
documentation required by paragraph 
(b)(1) of this section for 6 years from the 
date of its creation or the date when it 
last was in effect, whichever is later. 

(ii) Availability (Required). Make 
documentation available to those 
persons responsible for implementing 
the procedures to which the 
documentation pertains. 

(iii) Updates (Required). Review 
documentation periodically, and update 

as needed, in response to environmental 
or operational changes affecting the 
security of the electronic protected 
health information.

§164.318 Compliance dates for the initial 
implementation of the security standards. 

(a) Health plan.
(1) A health plan that is not a small 

health plan must comply with the 
applicable requirements of this subpart 
no later than April 20, 2005. 

(2) A small health plan must comply 
with the applicable requirements of this 
subpart no later than April 20, 2006. 

(b) Health care clearinghouse. A 
health care clearinghouse must comply 
with the applicable requirements of this 
subpart no later than April 20, 2005. 

(c) Health care provider. A covered 
health care provider must comply with 
the applicable requirements of this 
subpart no later than April 20, 2005.

Appendix A to Subpart C of Part 164—Security Standards: Matrix

Standards Sections Implementation Specifications (R)=Required, (A)=Addressable 

Administrative Safeguards 

Security Management Process ................. 164.308(a)(1) Risk Analysis (R) 
Risk Management (R) 
Sanction Policy (R) 
Information System Activity Review (R) 

Assigned Security Responsibility .............. 164.308(a)(2) (R) 
Workforce Security .................................... 164.308(a)(3) Authorization and/or Supervision (A) 

Workforce Clearance Procedure 
Termination Procedures (A) 

Information Access Management ............. 164.308(a)(4) Isolating Health care Clearinghouse Function (R) 
Access Authorization (A) 
Access Establishment and Modification (A) 

Security Awareness and Training ............. 164.308(a)(5) Security Reminders (A) 
Protection from Malicious Software (A) 
Log-in Monitoring (A) 
Password Management (A) 

Security Incident Procedures .................... 164.308(a)(6) Response and Reporting (R) 
Contingency Plan ...................................... 164.308(a)(7) Data Backup Plan (R) 

Disaster Recovery Plan (R) 
Emergency Mode Operation Plan (R) 
Testing and Revision Procedure (A) 
Applications and Data Criticality Analysis (A) 

Evaluation ................................................. 164.308(a)(8) (R) 
Business Associate Contracts and Other 

Arrangement.
164.308(b)(1) Written Contract or Other Arrangement (R) 

Physical Safeguards 

Facility Access Controls ............................ 164.310(a)(1) Contingency Operations (A) 
Facility Security Plan (A) 
Access Control and Validation Procedures (A) 
Maintenance Records (A) 

Workstation Use ........................................ 164.310(b) (R) 
Workstation Security ................................. 164.310(c) (R) 
Device and Media Controls ...................... 164.310(d)(1) Disposal (R) 

Media Re-use (R) 
Accountability (A) 
Data Backup and Storage (A) 

Technical Safeguards (see § 164.312) 

Access Control .......................................... 164.312(a)(1) Unique User Identification (R) 
Emergency Access Procedure (R) 
Automatic Logoff (A) 
Encryption and Decryption (A) 

Audit Controls ........................................... 164.312(b) (R) 
Integrity ..................................................... 164.312(c)(1) Mechanism to Authenticate Electronic Protected Health Information (A) 
Person or Entity Authentication ................ 164.312(d) (R) 
Transmission Security ............................... 164.312(e)(1) Integrity Controls (A) 

Encryption (A) 
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Eliminate Confusion – Example HIPAA

We analyzed every 
HIPAA 164.3x security 
control and aligned them 
to corresponding CIS 20 
Control categories 

CIS Control 1: Inventory and Control of Hardware Assets 

1.1 Utilize an Active Discovery Tool 

1.2 Use a Passive Asset Discovery Tool 

1.3 Use DHCP Logging to Update Asset Inventory 

1.4 Maintain Detailed Asset Inventory 

1.5 Maintain Asset Inventory Information 

1.6 Address Unauthorized Assets 

1.7 Deploy Port Level Access Control 

1.8 Utilize Client Certificates to Authenticate Hardware Assets

CIS Control 2: Inventory and Control of Software Assets 

2.1 Maintain Inventory of Authorized Software 

2.2 Ensure Software is Supported by Vendor 

2.3 Utilize Software Inventory Tools 

2.4 Track Software Inventory Information 

2.5 Integrate Software and Hardware Asset Inventories

2.6 Address Unapproved Software

2.7 Utilize Application Whitelisting

2.8 Implement Application Whitelisting of Libraries

2.9 Implement Application Whitelisting of Scripts

2.10 Physically or Logically Segregate High Risk Applications

CIS Control 6: Maintenance, Monitoring and Analysis of Audit Logs

6.1 Utilize Three Synchronized Time Sources

6.2 Activate Audit Logging

6.3 Enable Detailed Logging

6.4 Ensure Adequate Storage for Logs

6.5 Central Log Management

6.6 Deploy SIEM or Log Analytic Tools

6.7 Regularly Review Logs

CIS Control 9: Limitation and Control of Network Ports, Protocols, and Services 

9.1 Associate Active Ports, Services and Protocols to Asset Inventory

9.2 Ensure Only Approved Ports, Protocols and Services Are Running

9.3 Perform Regular Automated Port Scans

9.4 Apply Host-Based Firewalls or Port Filtering

9.5 Implement Application Firewalls

CIS Control 11: Secure Configuration for Network Devices, such as Firewalls, 
Routers, and Switches

11.1 Maintain Standard Security Configurations for Network Devices

11.2 Document Traffic Configuration Rules

11.3 Use Automated Tools to Verify Standard Device Configurations and Detect 
Changes

11.4 Install the Latest Stable Version of Any Security Related Updates on All 
Network Devices

11.5 Manage Network Devices Using Multifactor Authentication and Encrypted 
Sessions

11.6 Use Dedicated Workstations For All Network Administrative Tasks

11.7 Manage Network Infrastructure Through a Dedicated Network

CIS Control 16: Account Monitoring and Control 

16.1 Maintain an Inventory of Authentication Systems

16.2 Configure Centralized Point of Authentication

16.3 Require Multi-Factor Authentication

16.4 Encrypt or Hash all Authentication Credentials

16.5 Encrypt Transmittal of Username and Authentication Credentials

16.6 Maintain an Inventory of Accounts

16.7 Establish Process for Revoking Access

CIS Control 8: Malware Defenses 

CIS Control 8.1 - 8.8: Malware Defenses

CIS Control 12.1 - 12.12: Boundary Defense

CIS Control 16.8 - 16.13: Account Monitoring and Control

CIS Control 19.1 - 19.8: Incident Response and Management

CIS Control 20.1 - 20.8: Penetration Tests and Red Team Exercises



Advanced Tooling

Maintaining HIPAA Compliance Over Time

§ Maintaining compliance without tolling after initial deployment can be hard

§ Leveraging advanced 3rd party tools and alerting is imperative 



Lesson Learned #2 – Skills Gap

Challenges of Managing The Current Enterprise Skills Gap



Current Enterprise Skills Gap

§ By 2020, 75% of enterprises will experience 
visible business disruptions due to 
infrastructure and operations skills gaps, an 
increase from less than 20% in 2016.

§ Leaders confirm that the number and 
complexity of requirements are growing due 
to;

§ Internet of Things (IoT)

§ Hybrid IT infrastructure

§ Cloud migrations

§ DevOps requirements

Claudio Da Rold, Distinguished VP Analyst
Gartner (2018)



Create a Cloud Community of Excellence

Q: Why Community vs Center of Excellence?

A: Center creates walls. Community enables and 
empowers people

Charter
• Provide Business and Application Team with 

expertise to support digital transformation 
initiatives

• Culture and alignment of expectations
• Focused on ensuring Security, Performance, 

Availability, Cost Controls, Governance

Security
(Multi)

Cloud
Administrator

Cloud Infrastructure 
Engineering

Leadership

Application & 
DevOps Teams

Core 
Infrastructure

AI &
Cloud Data



Cloud Team Responsibilities

• Prioritize Services
• Validate Roadmap

• Analyze Costs & 
Financials Assess 
Staffing

• Establish Technical 
Direction

• Evangelize Cloud 
Services

RunGovernance Plan Build
• Standardize Infrastructure 

Configurations
• Review Infrastructure 

Code
• Define Service Offerings

• Assess Application 
Placements

• Standardize Provisioning 
Process

• Resource Preservation 
Management

• Automate Services
• Implement & Maintain 

Code

• Analyze Capacity 
Management

• Develop OS 
Configurations

• Implement Security 
Policies

• Perform Compliance 
Monitoring

• Enforce security 
Configurations

• Report on Change 
Control Impacts

• Perform Private Cloud 
Fabric Additions

• Maintain Operational 
Uptime



Project Team Examples

Application & 
DevOps Teams

Security
(Multi)

Cloud Infrastructure 
Engineering Data & AI

Leadership

Application & 
DevOps Teams

Security
(Multi)

Cloud Infrastructure 
Engineering Data & AI

Application & 
DevOps Teams

Cloud Infrastructure 
Engineering

3 Tier Stack

IoT Application

Simple App Service
with Standard 

Security Framework



Incorporate Vendors & Partners

Application & 
DevOps Teams

Security
(Multi)

Cloud Infrastructure 
Engineering

AI &
Cloud Data

GoogleMicrosoftAWS PartnerPartnerPartner

*Don’t let Vendors/Partners become your CCOE



Who’s doing what?

• Be the start
• Explore and evangelize services
• Drive POCs
• Training and Sharing
• Change control review

Tiger Team and 
Community

Architecture
Review Board

Group of people with responsibilities 
for keeping house in order. 

• Cost Optimization
• Sprawl
• Weekly/Monthly Checks 

(Scheduled)

• Review architectures before 
deployment

• Enforce Standards
• Review Automation Processes

Cost Optimization and 
Security (KTLO)

Title

Title

Title

TitleTitle

Security
(Multi)

Cloud Infrastructure 
Engineering

Cloud
Administrator

Security
(Multi)

Cloud
Administrator

Cloud Infrastructure 
Engineering

Leadership

Application & 
DevOps Teams

Core 
Infrastructure

AI &
Cloud Data



Developing Training Plans

Skill Assessments
(Establish Baseline)

Develop Customized Training Plans
(Assess, Assign, and Keep Training on Track)



Lesson Learned #3 – Master One Cloud First

Concentrate First on Getting One Cloud Provider Right



Impact on Skills, Training, and Hiring

Operationalizing a Single Cloud Provider

Concentrate First on Getting One 
Cloud Provider Right

The Multi-Cloud Myth

For most organizations, we recommend seeking deep 
technical and specialist talent within a single public cloud in 
order to maximize efficiency and engineering depth.

Build the right enterprise guardrails, security, and 
operational controls and get those right in one platform 
rather than try to duplicate them across multiple cloud 
providers.

While there are benefits to a multi-cloud strategy, 
the potential risks outweigh the gains.



Build a Public Cloud Operating Model

Education
Account 

Structure
Network

Common 
Services

Storage, Backup and 
Disaster Recovery

Governance

Automation and 
Orchestration

Identity and Access 
Management

Monitoring and 
Operations

Security

Enterprise Service 
Management Integration

Cost Controls



Threat 
Detection

ENTERPRISE ENABLEMENT

Response &
Remediation

Cloud
Management

Configuration
Management

SIEM

Security 
Operations

Internet
of Things

Digital 
Products

Application 
Modernization

Organizational
Readiness

Governance, Risk 
& Compliance

EUC

CMDB

Log Analytics

Process
Optimization

Compute & 
Virtualization

Service
Catalog

Data
ProtectionStorage

Application Performance Monitoring

Network

Service 
Management

Containers

Event Management & Workflow 

H/CI

Internal 
Marketing

DevSecOps

Infrastructure Monitoring

MicroservicesDevOps Dojo

Mobile
Apps

AI & Machine
Learning

Predictive
Analytics

Continuous Integration
& Delivery

DIGITAL BUSINESS 
INITIATIVES

SCALED DEVOPS

INTELLIGENT OPERATIONS

RE
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N INTEG

RATED SECURITY

ENTERPRISE CLOUD

Serverless

Digital Delivery Platform

Financial
Management

Process
Standardization

DevOps
Toolchain



Enterprise Ready Cloud Platform

New App

Digital Delivery Platform

New App New App



Questions?



BUILDING DIGITAL 
PLATFORMS FOR HEALTHCARE


